Curr Diab Rep (2014) 14:468
DOI 10.1007/s11892-013-0468-7

HEALTH CARE DELIVERY SYSTEMS IN DIABETES (D WEXLER, SECTION EDITOR)

Innovative Uses of Electronic Health Records and Social Media

for Public Health Surveillance

Emma M. Eggleston - Elissa R. Weitzman

Published online: 2 February 2014
© Springer Science+Business Media New York 2014

Abstract Electronic health records (EHRs) and social media
have the potential to enrich public health surveillance of
diabetes. Clinical and patient-facing data sources for diabetes
surveillance are needed given its profound public health im-
pact, opportunity for primary and secondary prevention, per-
sistent disparities, and requirement for self-management. Ini-
tiatives to employ data from EHRs and social media for
diabetes surveillance are in their infancy. With their transfor-
mative potential come practical limitations and ethical consid-
erations. We explore applications of EHR and social media for
diabetes surveillance, limitations to approaches, and steps for
moving forward in this partnership between patients, health
systems, and public health.
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Introduction

While the human and economic costs of diabetes are pro-
found, effective measures exist to prevent or lessen its com-
plications [1, 2] and, in the case of type 2 and gestational
diabetes, to prevent disease onset [3, 4]. In this regard, the
public health implications of diabetes coupled with clear
opportunities for preventive intervention make it an important
target for population-based surveillance. The goals of diabetes
surveillance include monitoring disease burden overall and
among high risk and emerging populations over time and,
increasingly, collecting information on quality of care and
treatment harms to inform public health policy and targeted
interventions.

Multiple monitoring systems in the US undertake diabetes
surveillance. Primary among these are 3 periodic national
surveys, the Behavioral Risk Factor Surveillance System
(BRFSS), National Health and Nutrition Examination Survey
(NHANES), and National Health Information Survey (NHIS).
The CDC also collects diabetes information from death regis-
tries, hospital claims data, Medicare and Medicaid claims, the
US Renal Data systems, the Indian Health Service, and shares
data with the National Center for Health Statistics and the
National Institutes of Health [5]. For some aspects of the
disease, for example, diabetes in youth [6] or diabetes-
related eye disease [7], data are available from longitudinal
cohort studies. However, even with this array of sources there
is a trade-off between breadth of population coverage and
depth of data obtained. The BRFSS is employed in all 50
states and Puerto Rico, but is limited to self-report and cross-
sectional description of disease. NHANES includes detailed
laboratory and physical exam data, but small sample size
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limits state level investigation or focus on high-risk and
emerging populations. Cohort studies provide a source of
comprehensive longitudinal data about sub-populations, in-
cluding disease subtypes, progression over time, and quality
of care but their cost and complexity constrain use for routine
public health surveillance across populations. Traditional sur-
veillance may also miss data vital to “living well” with a
chronic disease [8] including information about treatment
adherence and side effects, self-management practices, com-
plementary or nontraditional therapies, and barriers to care.
Collection of these data, many of which reside with the
patient, may align surveillance with national initiatives to
engage patients as collaborators in health research [9].

Electronic health records’ clinically rich data and potential
for efficient longitudinal coverage of large populations pro-
vide an attractive option for augmenting traditional surveil-
lance and building public health capacity in new and innova-
tive directions [10—12], while patient-facing online social
media platforms comprise novel sources for collecting
patient-reported and -centered health information and hold
the potential for health alerting and sharing of surveillance
results.

Diabetes Surveillance Using Electronic Health Records

Data available in EHR’s include demographic, history, exam,
laboratory, imaging, pharmacy, insurance status and, in inte-
grated systems, claims data. These data can support case
ascertainment of diabetes and its subtypes, assessment of care
quality in care (eg, frequency and completeness of recom-
mended tests, medications, screening, and treatment goals),
risk factors (eg, family history, demographics, body mass
index (BMI), smoking status, history of gestational diabetes),
micro- and macrovascular complications, and co-morbidities.
This detail, and the longitudinal nature of clinical care record-
ed in the EHR, in turn allows enhanced capture of disparities
in disease risk, prevalence, outcomes, and care as well as
information on emerging high risk sub-groups such as pre-
existing diabetes in pregnancy. Automated systems that can
extract, analyze, organize, and communicate EHR data to
public health agencies are emerging. Initially developed for
infectious disease surveillance [13] and emergency prepared-
ness [14], EHR based surveillance systems are increasingly
being applied to chronic disease [15], including diabetes
[16°]. The work to apply and refine these systems is ongoing
and is facilitated by (1) the growing use of EHR data for
population management of patients with diabetes in medical
home and other care delivery models, health system-based
quality improvement initiatives, and comparative effective-
ness research; (2) advances in security and capabilities of
information technologies; and (3) the meaningful use legisla-
tion of the Affordable Care Act (Health Information
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Technology for Economic and Clinical Health — HITECH),
which supports advances in consistency and quality of EHR
data, requires collection of data on diabetes-specific measures,
encourages continued development of health information ex-
changes to share data between EHR’s, and contains specific
goals for support of public health and population health [17,
18ee, 19-22].

Algorithm Development and Case Ascertainment

Algorithms that can identify cases and complications with
high positive predictive value are critical in EHR surveillance,
particularly with diseases like diabetes that have multiple
subtypes, varied risk factors, and diverse complications. Sev-
eral algorithms and prediction tools have been developed for
ascertainment of diabetes and pre-diabetes in the EHR for
panel management, clinical research, and population level
surveillance [23, 24e, 25-27]. Surveillance using diagnostic
codes alone is insensitive and often inaccurate as clinicians
may not have the time to look up the correct ICD9 code (if not
automated) or may use the same diagnostic code for resolved
disease (eg, past history of gestational diabetes) and for pos-
sible current disease (eg, screening for type 2 diabetes). This
can be particularly problematic in diabetes due to disease
subtypes, lack of a uniformly applied code to denote “pre-
diabetes” and lack of clarity in the application of codes for
gestational diabetes vs overt pre-existing diabetes in pregnan-
cy. Combining laboratory test orders and results with current
and past ICD9 codes and prescriptions in automated decision
rules can address weaknesses of ICD9 alone [12]. However,
validation of measures [17, 28, 29] and of the final algorithms
[24e, 25] is of critical importance.

ESP Diabetes - EHR Support for Public Health (ESP)

Algorithm development and implementation is a core part of
the Electronic Medical Record Support for Public Health (ESP)
system (http://esphealth.org), a generalizable surveillance
platform that can extract structured data from any EHR, run
analyses, and transmit summary data on a condition of interest
to public health agencies [16¢] (Fig. 1). ESP-diabetes is a
CDC-funded project that collects and transmits data on diabetes
incidence, complications, and quality (type 1, type 2, pre-
diabetes, and gestational diabetes) to the Massachusetts Depart-
ment of Public Health. The computing activity of ESP is
independent from the host EHR to minimize computing burden
on existing clinical functions, but is physically deployed within
the host practice to maintain practice control over the security of
clinical data. ESP investigators (including author EME) devel-
op and validate diabetes detection algorithms [23, 24¢] for case
ascertainment and work with public health colleagues to define
the data of greatest use for their surveillance and intervention
goals. The summary data from ESP-DM can also be displayed
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Fig. 1 ESP: Automated detection and reporting of conditions for public
health surveillance. Data flow in the automated ESP-diabetes surveillance
system. The data extraction module accepts comprehensive encounter
data exported from any host EHR, and translates relevant local laboratory,

on an interactive mapping tool, the RiskScape, to allow for
community-specific tailored assessment and targeted interven-
tion. For example, using the RiskScape public health officials
can examine referral to a nutritionist by zip code in women with
a history of gestational diabetes, and stratify by other factors
such as self-reported race/ethnicity or BMI [16¢¢]. The
RiskScape and similar mapping modalities offer the possibility
of layering EHR data with data on other determinants of health,
such as transportation, sidewalk density, or distance from gro-
cery stores for a layered picture of risk and resources across
communities.

Limitations of EHR Data for Public Health Surveillance

While there is great potential for the innovative capture,
analysis, and communication of population level data from
the EHR, these data are primarily collected for the clinical care
of individual patients and there are several limitations to their
use for surveillance [29-32]. These include limitations in data
validity, interpretability (biases), completeness, and privacy
concerns. Limitations in validity arise from physician
miscoding (eg, type 2 diagnosis codes used in patients with
type 1, diagnosis codes used for screening rather than frank
disease), EHR miscoding (oral glucose tolerance tests coded
as fasting glucose), algorithm programming errors, and mode
of entry into EHR (free text vs structured data field) [24-].
Medication and problem lists are generally entered as struc-
tured fields, but may not be up to date. Meaningful use
requirements for medication and problem list reconciliation
may increase the validity of these critical measures over time.
Laboratory tests are also extracted from structured fields, but
current procedural terminology (CPT) codes for glucose tests
can be applied to the same test (fasting and random glucose)
and, of central importance to case ascertainment by laboratory
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diagnosis, and other codes into standard coding systems and ontologies.
Detection algorithms are then applied for case ascertainment, and trans-
mitted to public health partners via aggregate summaries. Summary data
are mapped via the interactive mapping tool, RiskScape

tests, fasting tests may not be labeled as such in the EHR.
There are several important diabetes-specific parameters that
may not be captured in a structured data field. These include
hypoglycemia, lifestyle factors (diet and exercise), family
history of diabetes, compliance discussions, and presence of
co-morbidities that may not be recorded in the problem list
(eg, depression or treatment-related anxiety, sexual dysfunc-
tion, peripheral neuropathy, fatty liver disease). Advances in
natural language processing may help to capture these ele-
ments more consistently [33, 34]. However, to reach the full
potential of comprehensive and accurate diabetes surveillance,
diabetes specific taxonomies and consistent structured data
fields for high importance diabetes variables are needed across
EHR’s. These structures must be developed with forethought
and balancing of at times competing goals. As noted by others
[35], there is a tension between need for flexibility and ex-
pressiveness in the EHR for clinical care—its fundamental
purpose—and the need for structured data for research, qual-
ity, and surveillance activities. Last, as with other health
outcomes [18ee, 36], there are important variables of public
health interest and impact on diabetes risk and outcomes—
such as transportation, violence in the home or community,
food security—that are not found in the EHR as they are not
routinely collected by health care systems.

Completeness of data is further influenced by missing data
due to care or testing received at outside health care providers
and lack of integration across systems. Health information
exchanges and disseminated networks that allow exchange
of data between multiple EHR systems are under development
and in some areas, already implemented for both clinical care
and public health purposes [11, 37-39], however, consider-
able barriers in funding and insitutional concerns over privacy
and competition remain [40]. The availability of claims data to
augment the EHR can improve capture of care delivered
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outside the host system and, in the case of medications,
indicate filling of the prescription by patients—an important
measure of adherence [25].

Several biases can be introduced by the use of EHR data for
surveillance [31, 32]. For diabetes, confounding by indication
when using laboratory results for case ascertainment is a
particular concern. Unlike modes of surveillance, in which
an entire population is sampled or tested, in the clinical setting
testing is performed per clinical judgment on a per patient
basis. For example, clinicians are more likely to check an A1C
in an asymptomatic patient in whom they have a high suspi-
cion of diabetes. There is also the risk of over, and under,
ascertainment of disease based on glycemic testing depending
on the test used and the threshold chosen as: (1) A1C, fasting
plasma glucose, and oral glucose tolerance tests capture dif-
fering proportions, and in some cases differing populations, of
patients with dysglycemia [41-46]; (2) glycemic tests may
differ by age, race/ethnicity, and pregnancy status [47—49];
and (3) detection algorithms may use differing decision rules
in defining a “case” with potentially profound effects on
ascertainment due to type, timing, and repetition of test.

Last, privacy concerns are a central factor in the use of
EHR data as patients come to their providers for clinical care,
not to participate in public health surveillance. Parameters for
the use of data for public health surveillance according to the
HIPAA privacy rule include aggregate reporting, limited
datasets, and de-identification of data [50e¢]. Meaningful use
legislation directly addresses use of EHR data for public
health surveillance [22] and supports further development of
health exchanges to allow sharing of data and coverage of
large populations. Advances in information technology bring
the great potential of such exchange closer to reality, but
attendant attention to data safety and transparency of use will
be critical moving forward, particularly with diabetes—a dis-
ease with profound implications for insurance status, employ-
ment status, and social stigma.

Social Media-Based Diabetes Surveillance

Population engagement in online social media is generating
opportunities to glean information relevant to diabetes surveil-
lance from patient communication. Two thirds (65 %) of adult
internet users are in social networking sites (SNSs) [51], many
in disease-centered communities and groups [52, 53]. More
than 500 diabetes-focused groups exist on Facebook [54], in
addition to the many large online diabetes communities oper-
ating on other social networking platforms [55¢]. Engage-
ment reflects the driving appeal of social connection and—for
patients with a health problem—the value placed on commu-
nity [56], information, and support [52, 57].

Obtaining health information and personalized support
from online peers is important to navigating care systems,
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choosing treatments, and following care plans [59—62]. Par-
ticipants prefer to draw on personal ties for health-related help.
More adults favor communicating with nonprofessional than
professional members of their social network for “emotional
support in dealing with a health issue” and “a quick remedy
for dealing with an everyday health issue”, while equal per-
centages favor tapping informal and professional network
contacts for “practical advice for coping with day-to-day
health situations” [63]. Hence, discussions in online disease-
centered social networks often center on issues related to
treatments, symptoms, and side effects in addition to general
lifestyle issues [54, 64], topics that may fill gaps in traditional
surveillance and guide targeted intervention.

While engaging with online peers through social media
may augment public health and clinical services to address
rising levels of chronic disease [65—68] and constrained
healthcare finances [69, 70], the medium’s power to sustain
engagement and foster communication could offset cost, labor
and processing demands associated with large sample pro-
spective data collection and ameliorate surveillance-related
challenges to (a) recruiting and maintaining study cohorts;
(b) moving beyond single disease data models that are diffi-
cult to modify once in the field to assess co-occurring and
interacting conditions; (c) responding rapidly and at scale to
emerging health phenomena or findings; and, (d) “closing the
loop” between collection and analysis of research data and
translation or communication of findings to source popula-
tions. The capacity of social media platforms to support bidi-
rectional communication with distributed cohorts may be
especially helpful for monitoring noncommunicable diseases
(NCDs) such as diabetes that persist over time. Indeed, models
of participatory surveillance in diabetes research that build on
patients’ impulses toward “information altruism” [71] may
help foster sustainable relationships between investigators
and patients to improve understanding of disease course,
correlates and treatment safety/efficacy.

To date, most uses of social media to address diabetes have
focused on patient education and support for self-management
[72]. Nevertheless, pioneering surveillance efforts that use a
range of social media platforms and tools are emerging and
encompass passive approaches, in which patients neither know
nor consent to having their online social media communications
used for research, and active approaches, in which patients
deliberately donate health information. Approaches vary in the
extent to which they afford patients choice over whether to
participate and what information is shared, and in the extent to
which data are collected in structured and standardized formats.

Passive Surveillance of Diabetes through Social Media
In passive surveillance approaches, the content of published

posts and reported interests of social media users are abstract-
ed, coded, and categorized for use as indicators of health risk
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and problem. Because passive approaches can rely on mining
of unstructured text, issues of consent, transparency, and
validity are raised. Authors of communications may not know
their missives are being abstracted and measured [73]. Infer-
ences based on construed meaning of communications may
lack context, structure, and standardization—necessitating
careful validation. Without unique identifiers to attribute a
communication to a given person—counts of persons or
events may be incorrect and duplicative. These constraints
limit the utility of passive monitoring for cohort or follow-
up investigations. Nevertheless the approach can provide im-
portant information about levels of problem or concern in a
community or network [74], spread of information or aware-
ness [75, 76] and even serve as proxies for more formal
measures of health status [77¢].

Active Surveillance of Diabetes through Social Media

In active approaches, social media platforms are configured to
support collection of structured data entered by patients inten-
tionally for the purpose of sharing information for health re-
search. Engaged populations can be polled about health status,
symptoms, treatments, and side effects [78—81]. Patients are
willing to share their electronic data for research, especially
under models where sharing is transparent and noncommercial
[82—84]. Knowledge gleaned from data shared within online
communities has produced results comparable, in some circum-
stances, to randomized trials [85], and is filling gaps in tradi-
tional monitoring of healthcare quality and disease status [81,
86]. Patient-led or “citizen science” research falls into the active
approach category and may complement traditional top-down
efforts [87]. These efforts aim to advance knowledge and
accelerate the evidence base by collecting semi-structured in-
formation from registered participants. Information is aggregat-
ed and fed back to participants to “crowd-source” knowledge
and foster peer exchange. Participants may be notified in the
terms of use published for a site that their data will be shared;
however, participants may not give formal informed consent, in
contrast to traditionally constituted research that is governed by
institutional review boards. Both PatientsLikeMe.com and
CureTogether.com fall within the participant-led rubric of
health research and have engaged thousands of patients in
contributing health information to support disease discovery
and treatment. While these efforts have engaged many patients
with diabetes, they have not yet produced diabetes research
reports or been used for public health surveillance.

The TuAnalyze Project — Participatory Surveillance
of Diabetes in an Online Diabetes Social Network

The TuAnalyze project is a hybrid model, in which investiga-
tors (including author ERW), with support from the US Centers
for Disease Control and Prevention, partnered with an online

international nonprofit diabetes social network called
TuDiabetes.org to advance participatory surveillance of diabe-
tes (Fig. 2). The investigators created a privacy-preserving
software app called “TuAnalyze” that was launched into the
online community as a freely available tool to support partici-
pation in health research, initially using it to collect information
about glycemic control from participants by diabetes type,
filling a gap in traditional health monitoring. The app was
engineered to enable safe sharing of personal health informa-
tion through a software architecture, in which participant sur-
veys and patient-reported outcomes (PROs) were collected and
stored in a personally controlled health record [88] created upon
user authorization as part of the initial permission and prefer-
ence setting process established for uploading of the app [86].
English and Spanish language versions of the app were imple-
mented to reach a global membership community. Research
data were not stored on the network platform to protect them
from unauthorized use. The architecture allowed researchers to
poll across consented records. A spatial-temporal mapping
feature of the app displayed aggregated member-reported
A1C measures for users at state, country, and province levels.
The interactive map was implemented to help participants
contextualize their measure and to encourage tracking and
engagement over time. Participants could complete surveys
through the app about their healthcare quality, self-care, expe-
riences of problems and harms, comorbidities, and other topics.
Finally, the TuAnalyze program maintained a research blog in
the TuDiabetes environment, in which aggregated research data
were summarized and fed back to the community for comment
and interpretation. Approximately one-fifth of active site mem-
bers signed on to using TuAnalyze and over 97 % of initially
engaged subjects set preferences to allow research recontact;
use of the app diffused to almost 4,000 persons, distributed
across all 50 US states and internationally. Early adopters and
users who selected greater openness in sharing their personal
data were, overall, better controlled than late adopters and users
who selected less openness in their sharing settings [81].
TuAnalyze data enabled assessment of adherence to preventive
care recommendations and of healthcare quality, as well as
measurement of comorbidities and challenges among the en-
gaged cohort including by diabetes type [81], filling gaps in
traditional health surveillance. An assessment of hypoglycemia
and harms related to insulin use was also undertaken, and
measures of severe hypoglycemia, frequent recent hypoglyce-
mia, and patient-centered harms reported [89<¢]. In this fashion,
the app served as an exemplar of the use of a patient-centered
health information technology employed to quantify drug
(insulin) safety, filling a recognized gap [90, 91¢].

Limitations of Social Media for Diabetes Surveillance

Social-media based surveillance of diabetes is a promising
complement to traditional approaches, but practical and
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Fig. 2 TuAnalyze model for participatory diabetes surveillance. Using
the TuAnalyze app, TuDiabetes members report about their glycemic
control, and answer surveys. Data are stored in a personally controlled
health record (PCHR), not on the network. Users set permissions for data
sharing. Researchers poll across consented PCHRs, for surveillance.
Users can see contextualized views of their data on maps/charts and

technological progress is needed to address limitations. Efforts
to validate social media-sourced data are in an early stage and,
in some cases the approach’s opt-in, open platform model that
operates outside of healthcare systems may preclude valida-
tion. Inferences made from engaged samples may not gener-
alize to the population of persons affected by a given condi-
tion, and engaged samples may be biased given the opt-in
nature of social media activity [92]. Advancing understanding
of'the composition of self-selecting research cohorts and those
defined through passive surveillance is important to
interpreting and using data to support policy, prevention and
healthcare practice. Ethical standards and practice norms
governing health research may imperfectly apply to social
media, raising questions about how to balance innovation
and openness with principles of patient privacy, autonomy,
and consent [93]. New frameworks are emerging for ethics
review and oversight of “participant-led research” including
research undertaken in collaboration with social networking
sites [94¢]. Finally, while patients may choose to participate
in social media environments to learn about health conditions
and participate in research, it is unclear whether they are aware
of dangers related to misinformation in these environments, or
to unauthorized or unanticipated uses of their health informa-
tion [55¢, 95]. Active surveillance efforts in particular have a
special obligation to encourage and engineer for safe sharing
of personal health information that may be readily linked to
individuals.
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reports about aggregated data in a research blog published on the
TuDiabetes site (not depicted). (Adapted from: Weitzman ER, Adida B,
Kelemen S, Mandl KD. Sharing data for public health research by
members of an international online diabetes social network. PloS One.
2011;6:€19256. doi:10.1371/journal.pone.0019256). [86]

Conclusions

The rising incidence of all diabetes subtypes, disproportionate
impact of disease on different sociodemographic groups, and
wide geographic variations in prevalence, health behaviors,
and clinical care speak to the need for timely and comprehen-
sive public health surveillance to inform intervention. Detailed
information from the vantage of both care systems and pa-
tients is critical to guide use of limited public health resources
for disease prevention and to monitor the impact of interven-
tions. Emerging advances in the extraction, analysis, and
communication of information from EHR and social media
bring the possibility of innovative new public health surveil-
lance approaches to augment and extend surveillance efforts
beyond their traditional purview.

Nevertheless, despite their strengths and opportunities,
both EHR and social media based approaches may introduce
bias and carry important limitations. Considerable work is
needed to ensure consistency and validity of data across
sources, platforms and systems. In the case of the EHR,
distributed data networks are under development to allow
separate systems to interface and allow the sharing of data
within and between regions. Refinement of coded data and
natural language processing may allow improved capture of
key measures, but consistent diabetes specific taxonomies are
needed. For social media, characterizing self-selecting sam-
ples and validating patient reports and/or structuring them to
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align with standardized measures without losing nuance or the
authenticity of peer communication is vital. Both EHR and
social media based surveillance require rigorous attention to
data security, patient privacy, and consent. Transparency about
the intended use of shared data and a commitment to
balancing risk and benefit, including through return of re-
search results where possible, are of fundamental importance
to these potentially transformative approaches that, together
with traditional surveillance systems engage public health,
providers, and patients in combating this devastating disease.
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